A booming business

Specialised gangs of criminals are embracing the internet with even more enthu-
siasm than the unsuspecting consumers they prey upon. Scott Thompson asks:
what is being done to counter the increasingly sophisticated threat of e-crime?

nline merchants have been on the receiving end of the

success of chip and PIN, a development which has, in turn,

made life harder for traditional retail world fraudsters. The
result is that the criminals are increasingly turning their attentions
to e-crime. And yet it has become clear that fears about fraud,
traditionally a major obstacle to people making purchases online,
are on the decline. A recent report from Forrester Research
attributes this in part to increasing consumer confidence and
familiarity with the web. But is this a case of misplaced trust?

“It's an interesting question because the act of shopping online
is not a risky activity in and of itself,” says Scott Olson, vice
president of marketing at iovation, which helps online businesses
prevent fraud and abusive online behaviour. He points out that
most online retailers have extremely rigourous standards about
both protecting the online transaction and restricting their storage
of online personal data to adhere to worldwide Payment Card
Industry Data Security Standard (PCI DSS) standards. This includes
such protections as never storing the CVV2 (Card Verification
Value) number in their databases. “The problem is more with the
fact that fraudsters are more organised and are using technology
to their advantage. They are using co-ordinated attacks against
consumers’ machines with worms, phishing, Trojan horses, and
other attack vectors to place malware that can be used to steal all
relevant information. So, to that extent, people should be
concerned not that shopping online is risky, but rather that using
their computer for any activity that uses sensitive personal data is
at risk if they don’t use strong security software and take the time
to protect their PCs.”

With online expenditure growing by an astonishing 60 per cent
in the last year, it is becoming too easy to turn a blind eye to the
realities of fraud, according to Luke Purser, head of marketing
services and card association management at payment solutions
provider, Elavon Merchant Services. “The virtuous cycle of better e-
commerce sites and now habitual buying, has seen the average
cardholder become much more comfortable with the online retalil
environment. Whilst this is great news for the adoption of cards
over cash, there is the potential downside of complacency,” he
claims. “If online fraud statistics remain stubbornly high, and data
leaks start to play out in the e-commerce environment, the
emergence of this newly glib consumer may well be short-lived.
This would be a great shame for cardholders and merchants alike.
Yet the issue of personal security has perhaps never been so
sensitive, following the repeated, high-profile data mishaps, such
as the loss of child-benefit data that we have witnessed in
recent months.”

The harsh reality is that the internet is a haven for criminal
opportunists. As Jo Evans, managing director at the Interactive

Media in Retail Group (IMRG), observes: “Online retail continues to
grow at a phenomenal rate, and the infrastructure to support it
cannot always keep up. At the moment, law enforcement policies
and practices may be lagging behind but as an industry we also
need to look at ways that we can work together more effectively
to tackle the issue of fraud.”

It's a view that is backed up by R ‘Doc’ Vaidhyanathan, vice
president of product management at Arcot Systems, a leader in
protecting and verifying digital identities. “Several best practices
have been prescribed, but their enforcement is lax,” he says.
“Consider, for example, the PCI requirement that the card
companies have put together to ensure the security of cardholder
information. The requirements themselves are great, but for this
to be effective, more merchants must adopt it and the card
companies should audit the adoption level. Currently there is not
enough audit. Second, the nature of online retail is global — so more
of the policies should be defined at a global level, rather than
regional or national level. Providing fewer and consistent policies
and practices will enable more retailers to adopt them.”

The problem is even worse than law enforcement policies simply
lagging behind, according to iovation’s Olson. He stresses that law
enforcement as a practical deterrent to online theft is non-
existent. Much of online theft falls below the pound loss threshold
for law enforcement investigation and proving a case can be
extremely difficult. The problem is that the volume of online theft
and access to stolen personal information or stolen credit card
numbers is so abundant that there is simply too much fraud for
over-stretched law enforcement officials to go after. “What needs
to happen first, and this is where most companies are spending
their time, is that preventative measures need to be put in place to
dramatically reduce the amount of fraud that is occurring and raise
the difficulty of committing successful fraud. Retailers need to
implement stronger tools to make it harder to successfully use
stolen credit and personal information.”

A laissez-faire attitude?

Late last year, the House of Lords Science and Technology
Committee unveiled its report on Personal Internet Security. This
called for greater responsibility on the part of the IT industry,
retailers and service providers to find more effective means of
protecting users from malicious hackers that trick users into
handing over confidential information. The internet, while still a
powerful force for good, has increasingly become the playground
for criminals, it was argued. Today’s e-criminals are highly skilled,
organised, and motivated by financial gain. Individual internet users
are increasingly victimised — yet instead of acting to protect
individuals, or providing incentives for the private sector to act, the
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