e may all be happy to read out

our payment card numbers

over the phone or even leave
them propped behind a bar building up a
tab, but when it comes to online shopping a
hefty 43 per cent of consumers are
deterred by security concerns, according
to a study by Enterasys Networks.

In many ways they are right to be
worried. Major attacks on retail IT systems
are a weekly occurrence and there is an
open market in trading card data: buying
lists of cardholders and numbers is easy — if
you know where to look. It's big business
for organised crime and a major fraud
problem. As Mark McMurtrie, marketing

director at The Logic Group, points out: “A
few years ago we all knew someone who
knew someone else who had had their
credit card cloned or used fraudulently
in some way — now if you haven't been
hit yourself you almost certainly know
someone personally who has.”
Keeping cardholder data well away
from the fraudsters makes obvious
sense. However, only 36 per cent of
the retailers surveyed for the

2007 UK online fraud report

from CyberSource started
working on PCI:DSS compliance
and some 40 per cent claim
to have no plans to achieve

compliance at all.
The answer — like the
problem — is complex.
For retailers with
nice shiny bright
new ERP systems,

tracking how
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Data entry

Retailers should have been certified under
the Payment Card Industry Data Security
Standard (PCI:DSS) in June 2005. But the
deadline has continued to slip and it is
estimated 40 per cent of UK retailers are yet to
comply, finds Penelope Ody

data moves through the organisation is
relatively straightforward. For the rest IT
systems have grown piecemeal over
decades: a mish-mash of best of breed
tools stitched together by long departed
systems integrators. Tracking how
cardholder data moves — from the till, to
the acquirer, to storage systems to
goodness knows where else — and then
fixing the problems can be a daunting task.

“It can be rather like trying to fit a
Model-T Ford with disc brakes,” says Geoff
Clark, client services director at Retail
Assist. “Many retail systems were never
designed for this level of security and
knowledge of the way data moves
through a mass of applications and
spreadsheets has been lost in the mists
of time.”

As Clark has found from numerous
client meetings, retailers are finding
stored cardholder data in all sorts of
applications and databases and often have
no idea why they are storing the
information or even how it reached its
destination. The Logic Group’s McMurtrie
agrees: “Many of our customers have been
amazed at the number of places where
card data is turning up,” he says. “They are
having to rethink business needs and

redesign systems and business rules.”

Power to the people

Ensuring safe and secure storage is just the
start. Meeting the PCIDSS involves much
more than IT; staff have to read and sign
security statements and data handling. It
has to be secure at every stage and involve
processes and procedures which go well



